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Mission:
Protect Arizona by providing strategic direction 
and access to resources that will enable all of the 
State’s stakeholders to achieve our collective 
goals protecting the Homeland. 

Statewide Information Security and Privacy 
Office which functions as the strategic planning, 
facilitation, and coordination office for 
cybersecurity in this state. 



\\The Threats and Vulnerabilities



National Concern

In recent months, we’ve heard from the top cybersecurity agencies at 
the federal level, speaking of threats to our critical infrastructure. 

Nation State threat actors have been identified as having “deep 
access into critical infrastructure” - pre-positioning themselves for the 
early stages of a conflict with the US 

Our federal partners at CISA have recently found and eradicated 
intrusions in multiple sectors including: aviation, water, energy, and 
transportation.



Nation-State Threats

“In the event of a conflict China will almost certainly use 

aggressive cyber operations to go after our critical 
infrastructure, to go after our pipelines and rail lines, to delay 
military deployment and to induce societal panic”

This is a world where a major conflict halfway around the globe 
might well endanger the American people here at home through 
the disruption of our gas pipelines; the pollution of our water 
facilities; the severing of our telecommunications; the crippling 
of our transportation systems—all designed to incite chaos and 
panic across our country and deter our ability to marshal 
military might and citizen will.

(Photo by Kevin Dietsch/Getty Images)



The Top 5 Risks in the Transportation and Logistics Industry

Risk 4: Cybersecurity Threats
As the transportation and logistics industry increasingly relies on digital tools and platforms for operations, it becomes more exposed 
to cybersecurity threats. From GPS systems to cargo tracking software, the digital landscape offers efficiency but also opens doors to 

potential cyber-attacks.

Impact

1. Data Breaches: Hackers can access sensitive information, including customer details, shipment data, and financial records. 

This not only compromises privacy but can also lead to financial losses and damage to reputation.

2. Disruption of Operations: Cyber-attacks can halt operations by targeting software systems, causing delays, and affecting the 
timely delivery of goods and services.

3. Potential for Sabotage: In extreme cases, malicious actors might not just steal data but also sabotage operations. This could 

be by altering shipment details, rerouting goods, or even causing physical harm through the manipulation of digital controls.

https://safetyiq.com/insight/the-top-5-risks-in-the-transportation-and-logistics-industry/



https://qualitycarriers.com/company-news/understanding-cyber-security-threats-and-risk-factors-in-the-transportation-sector/













\\Our Response - Collective Defense



https://www.tsa.gov/news/press/releases/2023/07/26/tsa-updates-renews-cybersecurity-requirements-pipeline-owners









1. Report Cyber Incidents

2. Establish a relationship with their local 

CISA team and State and Local Partners

3. Use the services available to drive 

necessary investment in cyber hygiene, 

including throughout their supply chains

4. Double down on their commitment to 

resilience

5. Finally, every technology manufacturer 

must build, test, and ship products that 

are secure by design.



Whole-of-State Cybersecurity

Cyber Command AZ-ISAC
Cyber Joint Task 

Force
Statewide Cyber Readiness 

Program



Critical Partners

AZ DoHS Cyber Command has several critical partners that provide and assist 
with complementary services to help conduct our essential functions across our 
whole-of-state cybersecurity mission. 

Arizona Information Sharing and Analysis Center (AZ-ISAC) 

Department of of Emergency and Military Affairs(DEMA) 
Cyber Joint Task Force



Cyber Command Center/
ACTIC Integration



https://azdohs.gov/statewide-cyber-readiness-program

● Anti-Phishing / Security Awareness Training(SAT)
● Advanced Endpoint Protection/EDR (AEP)
● Multi-Factor Authentication/IDAM (MFA)
● Web Application Firewall (WAF)
● Converged Endpoint Management (XEM)
● Security Assessments

Statewide Cyber Readiness 
Program



The State of Arizona has allocated funding to provide cyber resources to local and tribal government 
entities in Arizona.  

To provide these resources, the State works with local and tribal government entities that do not 
currently have the cyber capabilities and priority is given to smaller and less-resourced organizations 
with the greatest need for support.

The Program is governed by the multi-agency, multi-jurisdictional Statewide Cyber Readiness 
Planning Committee which provides strategic planning and guidance on the tools that are provided 
to Arizona Local Governments.

Cyber Readiness Program 







Ryan Murray
rmurray@azdohs.gov
https://www.linkedin.com/in/ryan-murray-az/

Contact me! 

mailto:rmurray@azdohs.gov
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